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QUYET PINH

Ban hanh cac quy trinh, Phwong an, Kich ban phong ngira khic phuc sy cb
gay mat an toan thong tin tai Bénh vién Mit — Da lieu tinh Ca Mau

GIAM POC BENH VIEN MAT - DA LIEU TINH CA MAU

Can cir Ludt giao dich dién tir s6 20/2023/QH15 ngay 22/06/2023;

Can cu Ludt Cong nghé thong tin 67/2006/QH 11 ngay 29/06/2006,

Can cu Ludt An toan thong tin mang 86/2015/QH13 ngay 19/11/2015;

Can cik Nghi dinh s6 142/2016/ND-CP ngay 14/10/2016 cua Chinh phii vé
Ngan chan xung dot thong tin trén mang;

Cén cik Nghi dinh s6 85/2016/ ND-CP ngay 01/07/2016 ciia Chinh phii vé
dam bao an toan hé thong théng tin theo cdp dg;

Cén cik thong tw s6 03/2017/TT-BTTTT ngay 24/04/2017 ciia B6 truong B¢
thong tin va Truyén thong vé Quy dinh chi tiét va huong dan mét sé diéu cuia Nghi
dinh s6 85/2016/NNB-CP ngay 01/7/2016 cia Chinh phii vé bao dam an toan hé
théng théng tin theo cap do;

Can cik thong tw s6 20/2017/TT-BTTTT ngay 12/09/2017 cia BS Thong tin
va Truyén thong quy dinh vé diéu phéi, img civu sw ¢6 an toan thong tin mang trén
toan quoc;

Can cir Nghi dinh s6 137/2024/ND-CP ngay 23/10/2024 cua Chinh Phu
Quy dinh vé giao dich dién tr cua co quan nha nwée va hé thong théng tin phuc
vu giao dich dién tu,

Cén cir quyét dinh s6 4159/0D-BYT, ngay 13/10/2014 ciia BS Y té vé Ban
hanh quy dinh vé dam bdo an toan thong tin Y té dién tw tai cdc don vi trong
nganh Y té;

Can cit Thong tw s6 S4/TT-BYT ngay 29/12/2017 cua BS'Y té vé viéc Ban
hanh B¢ tiéu chi ung dung céng nghé thong tin tai cdc co s¢ khdam bénh, chita
bénh; |

Can cir Thong tw 13/2025/TT-BYT ngay 06 thang 06 nim 2025 cia BY y té
Vv Huong dan trién khai hé so bénh an dién tu;



Cén cik Vin ban sé 365/TTYT OG-GPQLCL ngay 06 thang 06 nam 2025
cia Trung tém théng tin y té Quéc Gia vé Hudng dan yéu cau k thudt trién khai
phan mém hé so bénh dn dién ti;

Xét dé nghi cia Trucng phong Ké hoach — Téng hop.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay cac Quy trinh, Phuong an, Kich
ban phong ngira khic phuc su cb gdy mat an toan thong tin tai bénh vién Mt —
Da liéu tinh Ca Mau, cu thé nhu sau:

1.1. Kich ban phong ngtra khéc phuc su ¢ hé théng tai Bénh vién Mat —
Da liéu tinh Ca Mau (¢4 kich ban kém theo),

1.2. Quy trinh sao luu va phuc hdi dit liéu tai Bénh vién Mét — Da lidu tinh
Ca Mau (co quy trinh kem theo);

1.3. Phuong 4n canh bdo va phong chdng tan cong c6 chu dich déi véi cac
hé théng cung cép dich vu qua internet cua tai Bénh vién Mét — Da liéu tinh Ca
Mau (c6 phuwong dn kem theo),

1.4. Phuong 4n chéng tin céng x4m nhap tlr xa (DOS, DDOS) co ché chdng
tan cong tir chdi dich vu trén hé théng cia tai Bénh vién Mét — Da liu tinh Ca
Mau (cd phwong an kem theo),

Piéu 2. C4c quy trinh, phuong an, kich ban nay duoc ap dung cho tit ca
nhan vién trong toan bénh vién.

Piéu 3. T6 CNTT Phong K¢é hoach — Téng hop, cac khoa, phong, ca nhan
c6 lién quan chju tréch nhiém thi hanh Quyét dinh nay.
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Quyét dinh c6 hiéu luc ké tir ngay ky./.
Noi nhgn: -

- Nhu Piéu 3;
- Luu: VT, KHTH.
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KICH BAN ' '
PHONG NGUA KHAC PHUC SU' CO HE THONG

1. MUC PiCH, YEU CAU
1.1. Muc dich

Bao dam an toan thong tin mang ctiia Bénh vién Mt — Da lidu tinh Ca Mau,
trong d6 tap trung an toan thong tin cho cic hé théng thong tin quan trong cua
trung tdm, c6 kha ning thich tmg mot cach chu dong, linh hoat va giam thiéu cac
nguy co, de doa mat an toan thong tin mang. P& ra cac giai phap ung pho khi gip
su cO mat an toan thong tin mang.

Nang cao ning lyc, hiéu qua hoat dong ciia T6 Cong nghé thong tin tmg
ctru su ¢b an toan thong tin mang, ndi bo, gan két véi cac don vi cung cap phan
mém, hop tac, két ndi chit ché, diéu phdi kip thoi, phdi hop déng bo, hidu qua cia
cac luc lugng dé tng ctru sy ¢b mang, chéng tin cong mang.

Béo dam cac nguon lyc va cac diu kién can thiét dé€ san sang trién khai kip
tho1, hiéu qua phuong an img clru sy ¢6 bao ddm an toan thong tin mang.

1.2 Yéu ciu

- Phai khao sat, danh gia cac nguy co, su ¢ an toan thong tin mang ctia hé
théng thong tin dua ra phuwong an d6i pho, img ctru sy ¢d phu hop, kip thoi

- Phuong an do6i pho, img ctru su ¢6 an toan thong tin mang phai dét ra duoc
cac tiéu chi dé co thé nhanh chong xac dinh duogc tinh chat, mirc d nghiém trong
cua su cO khi su co xay ra.

2. NHIEM VU TRIEN KHAI
2.1. Panh gid cdc nguy co, sw co an toan théng tin mang:

Danh gia hién trang va kha ndng bao dam an toan thong tin mang ctia cac
hé théng thong tin va cac ddi tuong can bao vé; danh gia; du bao cac nguy co, su
cb, tin cong mang co thé xay ra véi cac hé thong thong tin va cac doi tuong can
bao v¢; danh gid, du bdo cac hau qua, thiét hai, tdc dong co thé co néu X4y ra sy
cd; danh gia vé hién trang phuong ti¢n, trang thiét bi, cong cu hd tro, nhan lyc,
vat luc phuc vu ddi pho, tng ctru, khic phuc su ¢d (bao gom ciia cd nha thau da
ky hop dong cung cdp dich vu néu co).

2.2. Phuwong dn doi phé, teng civu doi véi mét so tinh huong sw cé cu thé

DPdi v&i moi hé théng thong tin can xay dung tinh huéng, kich ban su ¢ cu
thé va dua ra phuong an d6i pho, img ctru sy c6 twong mg. Trong phuong 4n doi
pho, tmg ciru phai dit ra duge céc tidu chi dé co thé nhanh chong xac dinh duoc



tinh chat, mirc d§ nghiém trong cta su ¢6 khi sy c6 xay ra. Vi¢c xay dung phuong
an doi pho, ung ctu sy ¢6 can dam bao cac ndi dung sau:

2.2.1. Phwong phdp, cich thire dé xdc dinh nhanh chong, kip thoi nguyén
nhdn, nguon goc sw cé nham dp dung phwong dn déi phé, vmg civu, khdc phuc sw
c6 phit hop.

- Su ¢d do bi tAn cong mang;

- Su ¢b do 16i cua hé théng, thiét bi, phﬁn mém, ha tﬁng k¥ thuat do hoac
do 16i duong dién, duong truyén, hosting, ...;

- Su ¢6 do 16i cta nguol quan tri, van hanh hé théng;

- Su ¢d do lién quan dén cic tham hoa tu nhién nhu bao, lut, dong dét, hoa
hoan, ...

2.2.2. Phuong dn doi phé, tng ciru, khdc phuc sie c6 ddi véi mét hodc nhiéu
tinh huéng sau:
STT

I. Tinh huodng su c6 do bi tin cong mang

Tinh huong Cach phong ngira

- Cai dat va duy tri phan mém chong
virus.

Tén céng tir choi dich vu:
La mot loai hinh tan cong
nhim ngin chin nhing
nguoi dung hop 1€ dugc su
dung mot dich vu nao do,
Cac cudc tAn cong co thé
duoc thuc hién nham vao bt
1 ki‘ mot tl}iét bi mang nao bap
gom la tan cong vao cac thiét
bi dinh tuyén, web, thu dién
tir va hé théng DN, ...

- Cai dat tuong ltra va cdu hinh né dé gisi
han luu lugng dén va di tor may tinh cua
ban.

- Lam theo c4c huéng dan thuc hanh an
toan v€ phan phoi dia chi email.

- Dung céc bo loc email dé gitp ban quan
1y luu lvgng khong mong mudn.

- Nang cao y thtrc cia nguoi st dung khi
tham gia vao h¢ thong thong tin trung
tam.

- Ban hanh quy ché dam béo an toan an
ninh thong tin trong toan trung tam.

Tén céng gid mao: La mot
hanh vi gia mao cac y nham
lay duoc cac thong tin nhay
cam nhu tén nguodi dung,
mat khau va céc chi tiet thé
tin dung bang cach gia dang
thanh mot cha thé tin cay
trong mot giao dich dién tur.

- Tap huan, tuyén truyén nang cao nhan
thire vé cong nghé thong tin cho can bd
nhan vién trung tdm vé phat hién cic tinh
huéng gia mao.

- Trién khai mot bo loc SPAM dé phat
hién virus, nguoi giri tréng cho toan bo hé
thong mail cling nhu cic hé théng cong
nghé thong tin cua trung tam.




STT

Tinh hudng

Cach phong ngira

Céc giao dich thuong dung
dé danh Iira nhiing nguoi it
dung it da nghi 1a cac giao
dich c6 vé xuat phat tir cac
website xa hoi phé bién, cac
trung tAm chi tra truc tuyén
hodc cac quan tri mang.

- Gitt tat ca cac hé théng hién tai voi1 cac
ban va 16i bdo mat va cap nhat méi nhat.
Cai dit mot giai phap chdng virus, 1én
lich cap nhat chir ky, va theo doi trang
thai chdng virus trén tat ca cac thiét bi.

- Thyc hién ché d6 ma hoa tat ca thong
tin nhay cdm, quan trong cua trung tam
dé luu trix an toan.

Tén cong sir dung mi déc:
Mot khai niém chung dung
dé chi cac phén mém doc hai
dugc viét véi muc dich c6
thé lay lan phat tan (hodc
khong lay lan, phat tan) trén
hé théng may tinh va
internet, nham thyc hién cac
hanh vi bat hop phap nham
vao nguoi dung ca nhan, co
quan, t6 chirc. Thuc hién céac
hanh vi chudc loi cd nhan,
kinh té, chinh tri hodc don
gian 1a dé théa mén y tuong
va so thich cua nguoi viét.

- Ludn ludn cai dat, cap nhat va str dung
mot phan mém di¢t virus cd ban quyén dé
bao v¢ cac may tinh.

- Xay dung chinh sach véi cac thiét bi
PnP.

- Thiét 1ap quy tac ddi xur v6i cac file.
- Truy cap web an toan.
- Cap nhat may tinh, phan mém.

- Thanh 14p to0 chirc xtr ly cac sur cO vé
cong nghé thong tin dé kip thoi phdi hop
xur 1y khi phat hién ma doc.

Tan cong truy cdp trai

phép, chiém quyén diéu
khién: Truy cap vao dir liéu,
chiém doat quyén truy cap
va leo theo dac quyén.

- Vi kiéu tan cong vao mat khau: Dat
mat khau manh. Khong sir dung mat khau
& dang ban 13 ca khi luu trir hodc truyén
trén mang.

Trong cac khuyen nghi vé chinh sach
an ninh mang, déu yéu céau phai ghi lai
nhat ky hé thong. Bang cach xem xét cac
ban ghi nhat ky, admin c6 thé biét dugc
cac thong tin va sb lan truy cap khong
thanh cong. Néu phat hién tor mot dia chi
IP ¢6 s6 lan truy cap khong thanh cong
vuot qua gii han cho phép thi day rat co
thé 1a do tan cong vao mat khau. Vi du vé
viéc phan tich nhat ky hé thdng, dé phat
hién tan cong mat khau. Dé xur 1y, admin
can ciu hinh giéi han vé s6 lan ding
nhap, vi du trong bai viét nay.




STT

Tinh hudng

Cach phong ngira

- Véi kiéu tan cong loi dung su tin cay,
admin can giam thiéu viéc cau hinh trust
giita cac hé thong, Vi du, khi ban dung
trinh duy¢t IE trén may chu windows
Server, moi khi ban vao mdt website thi
IE déu hoi ban xem c¢6 trust cai site do
khong.

- Vi kiéu tAn cong MITM: vi ké dung
gilra can nhan ban dit liéu ma han chin
bat, do vy s& tiéu ton nhiéu bing thong.
Admin can c6 cong cu giam sat bang
thong dé phat hién ra viéc nay. Vi du vé
cac phan mém giam sat hodc phan mém
giam sat bang thong.

- Véi kiéu tan cong tran bo dém, ban can
c6 cong cu giam sat trang thai cua céc tién
trinh dang chay trong h¢ théng, vi du 2
cong cu Event Viewer két hop véi
Performance Monitor trén Windows.

Tan cong thay doi giao

- Xem nhitng thong tin nhat ky, file log
cuia may chu va truy tim xem, hacker da

. dién. 1am gi va lam nhu thé nao trén hé thong
cua minh.
T4n cong ma hoa phan mém, | - Cai dat va duy tri phan mém chdng
6 | dir liéu, thiét bi. virus.
- Cong cu chong phan mém doc hai.
. L - Cai dit va duy tri phan mém chdong
7 Tan cong pha 1102.11 t}long virus.
tin, dir liéu, phan mém. . . o
- Cong cu chong phan mém ddc hai.
Tan cong nghe trom, gian | - Cap nhat may tinh, phan mém.
ii,l?p’ lay cap thong tin, dif | _ dat va duy tri phan mém chéng virus
g | e trén cadc may tinh.
Tim cong t_(gng hop Su dung | _ Cong cu chéng phan mém doc hai.
két hop nhiéu hinh thurc.
II. Tinh hudng su ¢ do 15i hé thong, thiét bi, phan mém, ha ting ky
thuat
. N - St dung bo luu dién UPS.
1 | Su c0 nguodn dién.

- Str dung ngudn dién dy phong.




STT Tinh huong Cach phong ngira

5 Su ¢6 duong két ndi - Str dung nhiéu duong két ndi internet
Internet. cua nhiéu nha cung cap dich vu.
Su ¢6 do 16i phan mém, - Sao luu hé thong hing ngay.

3 phfm cung, ung dungctahé | 1\ o du phong & nhiéu noi.
thong thong tin.

o P | - Kiém tra hé thong thudng xuyén.

Su ¢0 lién quan dén qua tai L P o

4 - Nang cap hé¢ thong dé phu hop véi ting

hé thdng.

giai doan cua trung tam.

I11. Tinh hudng sw ¢ do 15i ciia ngwdi quan tri, vin hanh hé thong

1

Ldi trong cap nhat, thay doi,
cau hinh phan cung.

Ldi trong cap nhat, thay doi,
cau hinh phan mém.

Lbi lién quan dén chinh sach
va thu tuc an toan thong tin.
Lbi lién quan dén viéc dimng
dich vu vi 1y do bat budc.
Lbi khach lién quan dén
ngudi quan tri, van hanh hé
thong.

- Baclgup du: phong tr}r('yc khi cdp nhat,
thay doi cau tric h¢ thong.

IV. Tinh hudng s ¢6 lién quan dén cac tham hoa tw nhién nhu bo, lut,
dong dat, hoa hoan, ...

Tinh hudng su ¢6 lién quan
dén cac tham hoa tu nhién
nhu bio, lut, dong dat, hoa
hoan, ...

Trung tam thué hé thong luu trit du phong
tai cac trung tam dir li¢u dat ti€u chuan do
BO TTTT cong bd dé luu céc ban sao dir
liu.
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GIAI PHAP SAO LUU - PHUC HOI HE THONG
TAI BENH VIEN MAT - DA LIEU TINH CA MAU

1.SAO LUU DU LIEU
1.1 Hé théng HIS, LIS, EMR

Céc hé thdng Quan 1y kham chita bénh (HIS), Quén 1y tra két qua xét
nghiém ty dong (LIS), Quén ly bénh an dién t&r (EMR) chay trén Cloud cua Téap
doan VNPT. Do d6 quy trinh sao luu hé thong tuén thii cac chinh sach (SLA) cta
Tap doan VNPT. Cu thé nhu sau:

o Phan tmg dung (App) déu c6 cac ban luu trit du phong dit tai cac Trung
tam luu trir tir xa ctia Tap doan VNPT. Cac ban App dugc luu trit ti thiéu 05
phién ban (version) gan nhat. Thuc hién sao luu khi ¢6 sy thay doi.

o Phan Co s& dit liéu (DB - database): Puoc sao luu dinh ky hang ngay.
Theo quy dinh mdi tuan 1 lan s& sao luu toan bo co so dit liéu (Full backup) va
hang ngay sao luu phan thay doi (Incremental backup).

1.2 Hé théng PACS

Hé thong luu trit va truyén tai dit liéu hinh anh y khoa (PACS) chay trén
Cloud cua Tap doan VNPT.

o Phén tmg dung (App) déu c6 cac ban luu trit dy phong dit tai cac Trung
tam luu trir tir xa ctia Tap doan VNPT. Cac ban App duogc luu trit 03 thang gan
nhat. Thue hién sao luu khi c6 su thay doi.

o Phan Co so dit liéu (DB - database):

= Dir liéu dugc sao luu dong bo tir DB chinh sang DB dy phong theo thoi
gian thyc (replicate master-slave realtime).

* Th 6 hang tuan: thuc hién sao luu ban Full.

= Thoi gian luu d6i véi cac dir lidu sao luu: 01 thang.

2. PHUC HOI HE THONG KHI CO SU CO

Cac budc thuc hién nhu sau:

1. Xac dinh hé théng bi anh hudng: HIS, LIS, EMR, PACS, ...

2. Xac dinh may chu tmg dung (App) hay hay dit li¢u bi anh hudng.
3. Xac dinh cac nguén lIuu trir dit li¢u twong g voi céac loai dir ligu

4. PBon vi ty thuc hién hodc thong bao don vi cung cép hé théng (VNPTIT)
dé thyc hién phuong an khoi phuc di liéu



a. Céc budc phuc hoi d6i véi hé thé)ng HIS, LIS, EMR:
1. Khoi phuc may chu bi su cd.

2. Restore dif liéu sao luu tuong tng véi hé thong bi su ¢d tir phién ban
méi nhat (App/DB).

3. Restore file cau hinh sau luu gan nhit trong tng.
4. Khéi tao hé théng.
5. Kiém tra cac chtrc ning, dit liéu dé dam bao gan nhat.
6. Thong bao véi ngudi dung dé truy cép st dung.
b. Dbi voi hé théng PACS
1. Phyc hdi may chu bj su cb.

2. Restore dit liéu sao luu tuong tng véi hé thong bi su ¢d tir phién ban
méi nhat (App/DB).

. Restore file cau hinh sau luu gan nhat trong Gng.
. Phuyc hoi tir backup local: NAS, Server backup.
. Khoi tao hé théng.

. Kiém tra cac chirc nang, dir li¢u dé dam bao gan nhat.

N N D Bk~ W

. Thong bao véi ngudi dung dé truy cap st dung.
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PHUONG AN CANH BAO VA CHONG TAN CONG CO CHU biCH
POI VOI CAC HE THONG CUNG CAP DICH VU QUA INTERNET
CUA BENH VIEN MAT - DA LIEU TINH CA MAU

I. MUC PiCH YEU CAU
1. Muc dich:

X4y dung phuong an canh bao va chong tin cong c6 chu dich dé bao dam
an toan thong tin mang cua don vi, trong do tap trung an toan thong tin cho céc
hé thdng thong tin quan trong ctia don vi, c6 kha ning thich img mot sb cach chu
dong, linh hoat va giam thiéu cac nguy co, de doa mét an toan thong tin mang.

D¢ ra cac co ché, canh bao va phong ngtra tan chong cong c¢6 chu dich doi
voi1 cac hé thong cung cap dich vu qua internet cia trung tam.

Nang cao nang luc, hiéu qua hoat dong cua T6 Cong nghé thong tin — Phong
Ké hoach — Tong hop (KHTH) ting ciru su ¢ an toan thong tin mang ndi bo, gan
két v6i cac don vi cung cép phﬁn mém, hop tac, két ndi chit chg, diéu phéi kip
thoi, phdi hop dong b, hidu qua cua cac luc lugng dé tmg ctru su ¢d mang, chong
tan cong mang.

Nang cao nhan lyc cho can bg, nhan vién, nguodi lao dong don vi khi tham
gia khai thac, str dung céac hé théng thong tin ctia don vi.

Bio dam cac nguon luc va cac diéu kién can thiét dé san sang trién khai kip
thoi, hiéu qua phuong 4n tmg ctru sy ¢ bao dam an toan thong tin mang.

2. Yéu ciu:

- Phai khao sat, danh gia hién trang ha ting cong nghé thong tin tai don vi
dé dua ra cac giai phap hiéu qua nhat nhdm dam bao an toan thong tin hé thdng
thong tin cua don vi.

- Co ché canh bao phai kip thoi, hiéu qua cao nhat dbi v6i hé thdng thong
tin cua don vi.

- Pua ra cac giai phap cu thé dé phong chdng cac cudc tan cong co chi dich
nham vao hé thong thong tin ciia don vi.

II. MOT SO KHAI NIEM CO BAN VE TAN CONG CO CHU PiCH

1. Khdi nigm vé tin cong cé chii dich:

Tan cong co6 cha dich APT (Advanced Persistent Threat) dugc dung dé chi
kiéu tan cong dai ding c6 chu dich vao mot thuc thé. Ké tin cong co thé dugc hd

trg bd1 mat to chure, cd nhan nao dé nham tim ki€m thong tin ctia mot to chure, cac
nhan khac.



2. Muc dich ciia tin céng cé chii dich:

+ Thu thap thong tin tinh bao c6 tinh chat thu dich.

+ Panh cép dit 1iéu va ban lai bi mét kinh doanh cho cac déi thu.
+ Lam mat uy tin ctia co quan to chirc, don vi.

+ Pha hoai, giy bat 6n ha ting cong nghé thong tin, vién thong.
3. Cdc phwong thire tin cong cé chii dich:

+ T4n cong bi dong (Passive attack).

+ T4n cong rai rac (Distributed attack).

+ T4n cong ndi bo (Insider attack).

+ Tan cong Phishing.

+ Céc cudc tan cong cua khong tic (Hijack attack).

+ T4n cong mat khau (Password attack).

+ Khai thac 16 hong tin cong (Exploit attack).

+ Ldi tran bd dém (Buffer overflow).

+ Tan cong tir chdi dich vu (Denial of service attack).

+ Tan cong theo kiéu Man-in-the-Middle Attack.

+ Tan céng pha ma khoa (Compromised-key Attack).

+ T4n cong truc tiép.

+ Nghe trom.

+ (Gia mao dia chi.

+ V6 hiéu hoa cac chirc niang ciia hé thong.

+ L&i ctia nguoi quan tri hé thong.

+ T4n cong vao yéu td con ngudi.

I11. CAC GIAI PHAP PHONG NGUA TAN CONG CO CHU PiCH

Tan cong APT (Advanced Persistent Threat) 1a hinh thirc tan cong mang cd
muc tiéu cu thé do tin tic chon, sir dung céac cong nghé tién tién va k¥ thuat ltra
dao dé dot nhap mang muc ti€u va dai déng tap trung vao muc tiéu do trong nhiéu
tuan, nhiéu thang hodc nhiéu nam cho dén khi cudc tan cong dién ra thanh cong
(hoac bi chan dung). Mt khi vao dugce trong mang, tin tac ) giéu minh dé khong
bi phat hién trong khi stt dung mot s6 loai phén mém doc hai (malware) dé danh
cip thong tin quan trong. Cac cudc tin cong ATP duoc t6 chirc chit ché, c6 ngudn



luc tai chinh va cong nghé dbi dao. Tuy c6 thé sir dung cac cong cu dot nhap thong
thuong, nhung thuong thi cac cudc tn cong ATP st dung phan mém tuy bién tinh
vi kho bi hé thdng bao mat phat hién. Tir nhitng danh gia mtc d6 nguy hiém cua
tan cong APT, dé phong ngira tAn cong c6 chu dich va hé thong thong tin, Bénh
vién Mit — Da lidu Tinh Ca Mau d4 trién khai cc giai phap cu thé sau:

1. Trién khai phong thii theo chiéu sdu:

Hé théng ha tang cong nghé thong tin ctia trung tim dugc bao vé theo chiéu
sdu, phan thanh nhiéu tAng va tach thanh nhiéu 16p khac nhau. Mdi tang va 16p d6
s€ duoc thuc hién céc chinh sdch bao mat hay ngan chan khéac nhau. Mat khac
ciing 12 dé phong ngira khi mot tang hay mot 16p nao d6 bi xAm nhap thi xam nhap
trai phép d6 chi bo hep trong ting hodc 16p d6 thdi va khong thé anh hudng sang
cac tang 16p khac.

Phong thii theo chiéu sau hay bao mat theo 16p khong thé thiéu trong chién
lugc an ninh mang, day 1a mot trong nhiing phudng phap tot nhat dé ngin chin
cudc tan cong mang ATP. N6 c6 nghia kiém soat cac diém ra vao mang, st dung
tuong ltra thé hé méi, trién khai cac hé thdng phat hién/ngin chin xam nhap
(IDS/IPS) hé thong giam sat thong tin va su cd bao mat (SIEM), b6 sung hé thong
quan 1y 16 hong, sir dung phuong thirc x4c thyc quan 1y danh tinh chac chin, cap
nhat cic ban va va bao mat va thuc hién bao vé dau cudi.

1.1. Gidi phdp vé quy hoach thiét ké ha ting:

Bénh vién Mat — Da liéu Tinh Ca Mau d4 trién khai thiét ké, quy hoach hé
théng mang noi b hién dai két ndi thong subt dén céc phong, khoa trong toan
bénh vién dap tng day di nhu cau khai thac st dung cua trung tdm, dic biét cht
trong dén van dé an toan an ninh thong tin ctia hé thong:

a. Thiét ké co s& ha tang theo mo hinh tong thé:
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b. Kién tric hé thong mang trung tim:

Kién tric mang trung tdim dugc thiét ké theo mé hinh da tang phan cap
chuan (3 16p: core layer, distribbution layer, access layer) va st dung cong cu
mang tién tién nhu dich vu Backup, VLAN, ... nham dam bao tinh sin sang, tinh
phan quyén ting téc dudng truyén, ... Hé thong mang LAN ciia trung tdm 13 hé
théng co dudng truyén bing thong cao va co thé két ndi véi hé théng khac dé
thanh hé thong mang WAN dap Gng nhu cau sir dung cta trung tim. Hé théng
mang thiét ké tuan thu nguyén tic mang khach va mang noi bo.

Hé thong mang cong nghé thong tin trung tim d trién khai cac giai phap
dam bao an toan, bao mat hé théng va cac dir liéu nhay cdm cua trung tdm, cu thé
nhu sau:

- Lap dat trang thiét bi hé thong firewall chuyén dung;

- Trién khai hé théng VPN server cho phép ngudi dung c6 thé truy cap vao
hé théng cia trung tam thong qua két ndi VPN dam bao an toan va bao mat;

- Trién khai h¢ thong Gateway két ndi internet (Bao v¢ va kiém soat két noi
tir bén ngoai vao va tir bén trong ra ngoai internet)

1.2. Gidi phdp ngén chin phdt hién tin cong cé chii dich:



1.2.1. Thiét ldp co ché bao mat hé théng.‘

Pé dam bao co ché bao mat nham ngan chin phat hién cac cudc tin cong
c¢6 cha dichvao hé théng mang thong tin. Hé thong mang cua trung tim dugc to
chirc thanh nhiéu nhém mang tach bi¢t nhu:

+ Lép mang bén ngoai (Outside network) cac giao tiép gitra hé théng mang
trung tdm va bén ngoai déu duoc két ndi v6i cac thiét bi router chuyén dung cé
kha nang loc goi tin, &nh xa dia chi IP, ... tao ra mot cép tuong ltra (Firewall) cho
hé thong.

+ Céac may tinh bén ngoai chi dugc truy cap thong tin cua trung tam trén
cac server dich vu duge thiét 12p trong mot thiét bi mang khac. Nhim dam bao
tinh an toan cho cac database server chinh trong hé thng.

+ Lop trong (Inside network): cac giao tiép gitra cac may tinh va cac Server
database cila trung tam déu phai qua thiét bi Routing switch trung tim ciing duoc
bao vé bang k¥ thuat firewall (tich hop sin trong thiét bi) tao nén mot vanh dai an
toan bao vé& dir 1éu cua hé théng. Ngoai ra gitta cac khu vuc két ndi co thiét lap
cac VLAN tach biét dam bao an toan cho hé thong.

+ Backbone cua hé thong dugce dau ndi tap trung vé mot thiét bi Routing
switch layer 3 tao thanh mot core network.

Hé théng di trién khai hé thong Firewall dam bao an toan cho hé thong
(Unifi security Gateway) s& ap dung chinh sach bao mat hé théng:

+ Loc goi (Packet Filtering) ddy 1a phuwong phap tmg dung pho bién nhét.
Firewall ndy nhan géi tin tir Internet, kiém tra thong tin vé dia chi IP trong phan
tiéu dé goi tin va ddi chiéu voi danh sach cho phép truy cdp dé xac dinh xem goi
tin d6 dugc chip nhan hay tir chi.

+ Kiém tra trang thai siu (Deep packet Inspection): Day 1a giai phap
Firewall loc g6i cip cao no kiém tra ca tiéu dé va thong tin goi tin dé xac dinh chi
tiét hon ngoai thong tin vé dia chi ngudn va dia chi dich. Pay la cach dam bao tat
ca cac phién truyén thong tin duoc khai tao boi mdy tinh dich va dién ra chi véi
nhimng ngudn da biét va tin cay. Bién phap nay giup ting cuong kha nang chéng
cac hanh dong tan cong quét cong.

1.2.2. Hé thong chong virus:

Pé cai thién toc do xir Iy cua tudng ltra, thong thudng khong cu hinh kich
hoat tinh ning loc cao cip cua tudng ltra (tudng ltra & cac vi tri phai xir Iy luu
luong 16n). Khi d6 cac chwong trinh quét virus duge cai dat nham phat hién va
ngan chdn cac doan ma doc, cac chuong trinh gian di€p, cac email co tép tin virus
dinh kem.



Tai Bénh vién Mt — Da liéu Tinh Ca Mau da trién khai cai dat phﬁn mém
diét virus Windows Security cho tit ca cdc may tram tai cac khoa, phong trong
toan vién dé phong chdng ngin chin cac doan ma doc, virus phat tan trong hé
thong clia trung tam.

2. Trién khai hé thong giam sdt phdt hi¢n va chong xdm nhdp:

Giam sét chit ché viéc kiém soét an ninh gitp nhan dién cac d4u hiéu canh
bdo sém ctia mdt cude tan cong APT, thuong xuét hién dudi dang file log va luu
luong dir liéu bat thudong, hay cac hoat dong bat thuong khac. Viée giam sat tat
ca cac luu lugng ra vao mang, luu lugng ndi bo va tat ca céc thiét bi truy cap mang
1a hét sirc quan trong. viéc giam sat lién tuc khong chi gitp phat hién hoat dong
dang ngd som nhét ¢ thé ma con lam giam kha niang cac cudc xam nhép leo thang
hodc kéo dai. Két qua giam sat con c6 thé dung lam chtng chi phéap 1y néu cude
tan cong xdy ra.

2.1. Quan Iy danh sdch diéu khién truy xudt, an todn céng thiét bi, loc
dia chi mang:

* Danh sach diéu khién truy xudt:

Danh sach truy nhap 1a gém céc ludt cho phép hay ngin chin cac goi tin
sau khi tham chiéu vao thong tin trong tiéu dé ctia géi tin dé gidi han cac nguoi
dung c6 thé truy xXuAt vao cac hé théng no1 bog, ...

* Bao mat céng cuia thiét bi, loc dia chi vt ly cua thiét bi mang:

O cac diém truy cap mang cdng cdng, viéc mo rong LAN cia nguoi dung;
viéc truy xuat vao cac may chu ndi bo can dugc ki€ém soat.

Céc giai phap nhu cau hinh bao mat cong cta thiét bi, quan 1y dja chi vat
1y 1a gidi phap cuc ky an ninh va hi€u qua trong truong hop nay.

- CAu hinh bao mét céng cua thiét b trén cac switch nham dam bao khong
thé mé rong LAN khi chua c6 sy dong ¥ ctia ngudi quan tri hé théng, néu vi pham
diéu do, port trén switch dé s& chuyén vé trang thai cAm hodc trang thai ngimg
hoat dong.

- Dia chi vat ly 1a dia chi dugc cai dit sin tir nha san xuét. vé nguyeén tic
tat ca cac may tinh trén mang sé khong trung nhau vé dja chi nay. Su kiém soat
theo dia chi nay 1a rat cu thé téi timg may tinh trong mang, trir khi ngudi dung c6
quyén cai dit phan mém va lam gia dia chi ndy ¢ may tinh d6, hodc 13 mé may
tinh r6i thay thé card giao tiép mang moi.

2.2. Mt sé gidi phdp khdc:

2.2.1. Xay dwng hé thong cdp nhdt sira 16i tdp trung:



Cong doan dau tién cua hacker khi tién hanh tan cong c6 chu dich 1a khao
sat hé thong dich dé tim ra cac 15i ctia hé diéu hanh, cta cac vi dy, cta cac ing
dung khi ching chua dugc cép nhat trén website ciia nha cung cap.

Thuyc trang & cac co quan, don vi noi chung, tai Bénh vién Mit — Da liéu
Tinh Ca Mau néi riéng cho thy viéc str dung cac san pham phan mém hau nhu it
cap nhat cac ban va 101, co ching ciing dang riéng 1& trén cac may tinh ca nhan,
d6 chinh 13 co hoi cho hacker dung cac cong dé khai thac 16 hong bao mat. Dé cap
nhat ban va 15i cho tt ca cic may khach trong toan bo hé thong qua internet mat
thoi gian va tén nhiéu bang théng dudng truyén va khong théng nhat.

Pon vi trién khai giai phap xay dung hé théng tu dong cap nhat tir nha cung
cap trén Internet vé may chu roi tir may chi nay, trién khai cho tit ca cac may
khach trong toan mang, mit khac cac can bo ky thuat thuong xuyén theo dodi dé
cap nhat kip thoi nhitng ban va trén cac hé diéu hanh dam bao hé théng may chu
may tram ludn dugc an toan.

Hé thong WSUS (Windows Server Update Services) ctia Microsoft khong
nhitng cap nhat ban va 1i cho tat ca cac san pham khac ctia hing bao gdm Internet
Explorer, SQL server, Ofice, Mail; may chu Web.

2.2.2. Ghi nhdt ky, theo déi, gidm sat hé thong:

a. Ghi nhat ky:

Giai phap ghi lai cac phién ban két ndi, cac phién ban dang nhap cta nguoi
dung, cac tién trinh hoat dong s& giup quan tri mang c6 thé tim lai dau vét nguoi
dung, hacker va céc 15i gy ra cho hé thong trudc d6. Cac may chit Web, may chu
ung dung khac da dugc khich hoat tinh ndng ghi nhat ky, viéc quan ly luu trir cac
thong tin nay 14 rat can thiét. Chinh vi trién khai hé thong ghi nhat ky tap trung lai
mot may chu chuyén dung khac 1a rat hiéu qua. Hé théng s& gitip chung ta ghi cac
canh bao, thong bdo tir cac thiét bi cung nhu: tuong lra, router, switch, tir cic may
chu web, database va cac hé théng khac.

b. Theo ddi, gidm sat:

Theo doi, giam sat 1a cong viéc thuong xuyén va quan trong ctia nha quan
tri mang chuyén nghi¢p, do chinh la cong viéc phong chong hi¢u qua trudce khi su
co6 xuat hién. Theo doi, giam sat co thé:

- Phat hién trén hé théng mang c6 nhiéu virus phat tan.
- Giam sat cac may trinh trong mang LAN va trén moi truong Internet.

- Theo d&i hiéu ning hoat dong cac phan cing cia may chi dé tién hanh
nang cép, bao tri, bao dudng.



- Phat hién cac cong cu nghe 1én mat khau, quét cac 16i cta hé thong va cac
ung dung.

- Thong ké s6 luong cac két ndi, cac session ciing nhur cac luu lugng bat
thuong trén hé thong mang.

2.2.3. Gidi phdp ma héa dir liéu va dwong truyén:

Dt li€u trén may chu, may tinh ca nhan cua trung tam da dugc ma hda noi
dung trude khi dua vao luu trix va ca khi di trén dudng truyén.

- Tai cac may chu va may tinh co thé luu trii dit liéu quan trong, co dir liéu
can chia sé; tai cac thiét bi lwu trir can thiét phai tién hanh m3 hoa noi dung, diéu
d6 dam bao rang néu c6 thé mat thiét bi luu trlr, may tinh, nguoi tan cong cling
khong thé giai ma duoc dir lidu.

- Giai phép Ipsec s& duoc trién khai tai cac hé théng may chu va nguoi ding
cling nhu cac thiét bi mang phai duoc cau hinh.

3. St dung dich vu ddnh gid, phin tich moi de doa:

Ttr cac giai phap da dua ra & trén dé phong chong tan cong c6 chu dich; TO
cong ngh¢ thong tin trung tam thuong xuyén theo doi giam sat tinh hinh hoat dong
ctia hé thong mang, mdy chu, may tram ciing nhu cac thiét bi khac dé tir 46 dua
ra cac phan tich, danh gia vé cac mdi de doa tin cong vao hé théng cta trung tam,
tir 46 1ap ké hoach xir Iy cac tinh hudng cu thé dé phong chdng céac tan cong cd
chua dich vao hé thong.

4. Dao tao ndng cao nhdn thirc bao mat ngwoi sw dung

Viéc dao tao nang cao nhan thic vé dam bao an toan an ninh thong tin noi
chung va nha thic vé bao mat trong img dung cong nghé théng tin noi riéng 1a
viéc 1am hét stic can thiét timg budc nang cao nhan thic cho ngudi sir dung. Lam
cho nguoi sir dung thau hiéu vé cac rui ro cia viéc nhan vao nhiing lién két khong
rd rang trong email va nhén biét nhimg k¥ thuat lira dao s& bién ho thanh nhiing
d6i tac trong cudc chién chong lai cac mbi de doa bao mat, giup bao vé mang dir
liéu ma ho nim gitr.

Thong qua viéc dao tao nay s€ trang bi cho can by nhan vién tai trung tam
hiéu duoc chinh sach cta trung tm, cling nhu nhitng hiéu qua cia cdn bo nhan
vién néu mot sy ¢d an ninh mang xdy ra do hanh dong cua ho. Tir 6 dua ra cac
co ché, quy ché trong viéc van hanh khai thac sir dung hé théng cong nghé thong
tin cia trung tim, dé tit ca can bo nhan vién trung tim c6 ¥ thirc vé an toan an
ninh thong tin trong qua trinh lam viéc tai trung tam.



5. Ldp ké hoach irng phwong dn phong chéng tin cong cé chii dich doi

v6i hé thong thong tin tai trung tim:

Dt nd luc hét minh va trang thiét bi nhimg céng nghé dat tién thi viéc bao
mat cia trung tdm van dng trude nguy co bi vi pham & diém nao d6. Vay can

phai xay dung mot ké hoach ung pho su ¢ hit hiéu c6 thé dap tat cudc tan cong,
giam thiéu thiét hai va chin bat ro i dit lidu, giam thiéu ton hai uy tin thuong hiéu
ctia don vi, cu thé ta Bénh vién Mét — Da liéu tinh Ca Mau trién khai céac quy ché,

co ché canh bao, phuong 4n phong ngira cc su ¢d vé cong nghé thong tin tai trung

tam. Tir cac phuong 4n ndy to cong nghé thong tin 1ap cac ké hoach phan cong cu
thé cho ting thanh vién trong don vi trién khai thuc hién dam bao an toan an ninh
cho hé théng thong tin cta trung tim

6. Mét s6 phwong dn cu thé vé phong ngiva déi phd vdi tin cong cé chii

dich:

STT

Tinh huong

Cac phong ngura

Tinh

huong su co do bj tan cong mang

Tan cong Phishinh (hay tan cong
gia mao): 14 hinh thirc tdn cong
mang pho bién khi ké tin cong
lam gia Website cia mdt don vi
uy tin dé lira dao nguoi dung
nhép thong tin.

- Kiém tra ky cac email, tin nhén,
duong link website trude khi thyc hién
nhap thong tin.

- Cai dit cac phan mém canh béo, quét
ma doc cho website.

- Canh giac voi1 website st dung HTTP
(kém an toan) thay vi HTTPS (an toan
hon).

Tan cong mang tir bén trong: tin
tic c6 thé cai phan mém gian diép
vao may tinh cd nhan cua cac
thanh vién trong cong ty, hodc
léy dugc tai khoan va mat khau
cua nhan vién sau do thuc hién
hanh vi tdn cong ctia minh.

- Han ché st dung mang wifi cong
cong badi chung co thé khién thiét bi
nhiém ma doc.

- it mat khau phtc tap dé tranh céc
cudc tan cong Pasword.

- Bat tinh nang xac thyc 2 16p qua tin
nhan.

Tan cong gian tiép:

Tin tic co6 thé tan cong mot ddi
tugng thong qua viéc tan cong
mot d6i tac cua ddi twong do.
Pién hinh 14 tin cong chudi cung
ung.

- St dung Firewall va cac chuong
trinh diét virus, Malware.

- Luon kiém tra dir li€u vao — ra.

- Lya chon céc san pham tung dung co
nguodn goc ro rang dam bao do tin cdy.




STT

Tinh hudng

Cac phong ngua

Tan cong theo tép dinh kém:

File dinh kém email, t¢p dinh
kém tin nhin facebook 14 nhiing
cong cu tan cong mang pho bién
cua tin tdc. sau khi ngudi dung
click vao tép dinh kem s€ 1ap turc
dinh virus, gdy nhiéu hau qua
nghiém trong.

- Nguoi str dung email: luon kiém tra
nguoi gui, khong download cac tép
tin khong 16 ngudn goc.

- V61 mang xa hoi va cac dich vu
khac: khuyén cdo nguoi str dung tai
file dinh kém khong rd ngudn gdc.

Tén cong truy cap trai phép,
chiém quyén diéu khién: truy cap
vao dir liéu, chiém doat truy cap
va leo thang dic quyén.

- Vi kiéu tan cong vao mat khau:

+ Pat mat khau manh. Khéng st
dung mat khau & ban rd cd khi luu triv
hodc truyén trén mang.

+ Trong céc khuyén nghi vé chinh
sach an ninh mang, déu yéu cau phai
ghi lai nhat ky hé thong. bang cach
xem x€t cac ban ghi nhat ky. Admin
¢ thé biét duoc cac thong tin vé sb
lan truy cap khong thanh cong. Néu
phat hién tir mot dia chi IP cé sb 1an
truy cap khong thanh cong vuot qua
gi01 han cho phép thi day rat co thé la
do tan cong vao mat khau. vi du veé
viéc phan tich nhat ky hé théng dé
phat hién vé sb lan dang nhap, vi du
trong bai viét nay.

-Voi kleu tan cong loi dung su tin cdy,
admin can giam thiéu viéc cdu hinh
giita cac hé thdng. vi du, khi ban ding
trinh duyét IE trén may chu windows
server, moi khi ban vao mot website
thi may chi Ie déu héi ban xem c6 trust
céi site d6 khong. Ban hay can nhic k§
trudc khi dua website do vao danh
muc Trust boi vi néu may chu web do
bi khdng ché boi hacker thi ban sé& gip
nguy co, ...

- Véi kiéu tAn cong MITM: vi ké dtng
giita cAn nhan ban giit liéu ma hin
chin bét, do vay s€ ti€u tdn nhiéu bang
thong. Admin can c6 cong cu giam sat
bing thong dé phat hién ra viéc nay.
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STT Tinh huong Cac phong ngira
Vi du vé cac phan mém giam sat hodc
phan mém gidm sat bang thong.
- V6i kiéu tan cong tran bd dém, ban
dau can c6 cong cu giam sat trang thai
cua cac tién trinh dang chay trong hé
thong, vi du hai cong cu Event
Viewwer Viewer ké hop vdi
PERfomance monitor trén windows.
Tan cong thay ddi giao dién. - Xem nhiing thong tin nhat ky, file
6 log cia may chu va truy tim xem
' hacker da lam gi va lam nhu thé nao
trén h¢ thong ctia minh.
T4n cong ma hoa phan mém, dir |- Cai dat duy tri phan mém chéng
7 | liéu thiét b1 VIrus.
- Cong cu chong phan mém doc hai.
g Tan cong pha hoai thong tin, dit | - Cai dit va duy tri phan mém virus.
liéu phan mém. - Cong cu chong phan mém doc hai.
Tan cong nghe trom, gian diép | - Cap nhat may tinh, phan mém.
lay cap thong tin, dir liéu. - Cai dat va duy tri phan mém virus.
9 |Tan cong t(?ng hQ:p sir dung ket | _ Cong cy chong phan mém doc hai.
hop nhi€u hinh thtrc.
Céc hinh thirc tan cong mang.
T4n céng vao con ngudi: ké tan | - Nang cao nhan thirc, kién thirc khi str
cong co the lién lac vo1 nguoi | dung internet va cac dich vu online.
uan i he thong (2o nonmOthOP | . vgr s hinh thire, phuong thire tén
t oal aar‘lg n }?p Sg‘ﬁ, 0 Ayellihc;au cong vao hé thong mang, may tinh
10 |Deuor dung thay dor mat khau, | 4. e thong qua usd, dia CD, dia

thay d6i cau hinh hé thong.
phuong thirc tin cong mang nay
rat kho tim ra giai phap ngin
chin triét dé ngoai giao duc con
nguoi.

chi IP, server, qua dau vao cia may in,
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PHUONG AN
CHONG TAN CONG XAM NHAP TU XA (DOS, DDOS)
CO CHE CHONG TAN CONG TU CHOI DICH VU TREN HE
THONG CUA BENH VIEN MAT - DA LIEU TINH CA MAU

I. MUC PICH, YEU CAU

1. Muc dich:

- Xay dung phuong an canh béo va chong tin cong xam nhap tir xa (DoS,
DDoS) va chdng tan cong tir chdi dich vu trén hé théng thong tin quan trong cua
trung tam, c6 kha ning thich tmg mot cach chii dong, linh hoat va giam thiéu cac
nguy co, de doa mét an toan thong tin mang.

- Pé ra cic co ché, canh bao va phong ngira chéng tan cong tan cong xam
nhap tir xa (DoS, DDoS) va chong tan cong tir chdi dich vu ddi véi cac hé thong
may chu cung cap dich vu qua Internet cia trung tim.

- Nang cao nang luc, hi¢u qua hoat dong cua cong ngh¢ thong tin trong viéc
g ctru su ¢d an toan thong tin trong toan trung tam.

- Bao dam cac nguén luc va cac diéu kién can thiét dé sin sang trién khai
kip thoi, hiéu qua phuong an tmg ciru sy ¢ tan cong xam nhap tir xa (DoS, DDoS)
va chéng tan cong tir chdi dich vu trén hé théng may chi, Website ciia trung tim
dam bao tuyét d4i an toan hoat dong lién tuc ctia h¢ théng thong tin.

2. Yéu cau:

- Phai khao sat, danh gia hién trang ha ting cong nghé thong tin dic biét 1a
cac may chu cung cap dich vu, hé théng Website, phan mém tmg dung tai trung
tam dé dua ra cac giai phap hiéu qua nhat nham dam bao an toan, an ninh thong
tin hé thong thong tin ctia trung tam.

- Co ché canh bao phai kip thoi, hiéu qua cao nhat d6i v4i hé thong thong
tin cua trung tam.

- Pua ra céc giai phap cu thé dé phong chdng cac cudc tin cong xam nhap
tir xa (DoS, DDoS) va chong tin cong tir chéi dich vu nham va hé thong thong tin
cua trung tam.

II. KHAI NIEM, PHAN LOAI VA CACH THUC TAN CONG

1. Khdi niém vé tin cong DoS, DDoS:

- Tén cong bang tir chdi dich vu DoS (Denial of Service) cé thé mo ta nhu
hanh ddng ngan can nhiing ngudi dung hop phép kha nang truy cap va st dung
vao mot dich vu nao do.

- N6 bao gém: lam tran ngdp mang, mat két ndi v&i dich vy, ... ma muc
dich cudi cing 1a may chu (Server) khong thé dap tmg duoc cac yéu cau st dung
dich vu tir cdc may tram (Client).



2. Phan loai:

Cé 2 loai

- Loai 1: Dya theo dic diém ctia hé thong bi tn cong: gay qué tai khién hé
théng mat kha niang phuc vu.

+ Tin tic gui rat nhiéu yéu cau dich vy, bit chudc nhu nguoi dung thuc su
yéu cau dbi véi hé théng.

+ Pé giai quyét yéu cau, hé thong phai ton tai nguyén (CPU, bd nh¢, duong
truyén, ...). Ma tai nguyén nay thi 1a hitu han. Do d6 hé thng s& khong con tai
nguyén dé phuc vu cc yéu cau sau.

+ Hinh thtc cha yéu ctia kiéu nay tan cong tir chdi dich vu phan tan.

- Loai 2 : Lam cho hé théng bi treo, té liét do tan cong vao dac diém cta
hé thong hoic 16i vé an toan thong tin.

+ Tin tic loi dung k& ho an toan thong tin cua hé théng dé giri cac yéu cau
hoic cac goi tin khong hop 1¢ (khong dung theo tiéu chuan) mot cach ¢d ¥, khién cho
hé thdng bi tan cong khi nhan dugc yéu cau hay goi tin nay, xir Iy khong ding hodc
khong theo trinh ty da duoc thiét ké, ddn dén su sup d6 cua chinh hé théng do.

+ Pién hinh 14 kiéu tdn cong Ping of Death hoic SYN Flood.

3. Cdc cdch thirc tin cong:

3.1. Tin céng thong qua két noi SYN Flood Attack:

- Puoc xem 1a mot trong nhiing kiéu tin cong DoS kinh dién nhat. Loi dung
so hé ctia thu tuc TCP khi “bat tay ba chiéu”, mdi khi client (may khach) mudn
thuc hién két ndi (connection) véi server (mdy chu) thi né thuc hién viéc bt tay
ba lan (three — ways handshake) thong qua cac géi tin (packet).

+ Budc 1: Client (may khach) s& gui cac gbi tin (packet chira SYN=1) dén
may cha dé yéu cau két ndi.

+ Budce 2: Khi nhan dugce goi tin nay, server s€ gui lai goi tin SYN/ACK
dé thong bao cho client biét 1a n6 da nhan dugc yéu cau két ndi va chuan bi tai
nguyén cho viéc yéu cau nay. Server s& gianh mot phan tai nguyén hé thong nhu
bo nhd dém (cache) dé nhan va truyén dir li¢u. Ngoai ra, cac thong tin khéc cta
client nhu dia chi IP va cong (port) ciing duoc ghi nhan.

+ Budc 3: Cudi cung, client hoan tat viéc bat tay ba 1an bang cach hdi am
lai géi tin chira ACK cho server va tién hanh két ni.



4 SYN

TCP TCP
Client ———— Server
Client Ports
1024-65535

—B ACK — || b

'l 80 Service Ports
1-1023

- Do TCP 1a thu tuc tin cdy trong viéc giao nhan (end-to-end) nén trong lan
bat tay thir hai,server guri cac goi tin SYN/ACK tra 10i lai client ma khong nhan
lai dugc hoi 4m cua client dé thuc hién két ndi thi né van bao luu ngudn tai nguyén
chuan bi két ndi d6 va 1ap lai viéc giri goi tin SYN/ACK cho client dén khi nao
nhan duoc hdi dap ctia may client.

- Piém mau chdt 1a ¢ day 1a 1am cho client khong hoi dap cho Server. Va
c6 hang nhiéu, nhiéu client nhu thé trong khi server van “ngay tho” lip lai viéc
gui packet d6 va gianh tai nguyén dé chd “nguoi vé&” trong lc tai nguyén cta hé
thong 1a c¢6 gidi han! Cac hacker tin cong s& tim cach dé dat dén gidi han do.

Goéi tin SYN v@i dia chi IP gia

Malicious \ Victim
TCP SYN % TCP
Client Server

Server chd hoi dap tu client (gia)

e ———————— 7 ————————————

1
a8

SYN/ACK [—

- Néu qua trinh d6 kéo dai, server s& nhanh chong tré nén qué tai, dan dén
tinh trang crash (treo) nén cac yéu cau hop 1¢ sé& bi tir chdi khong thé dap tng
duge. Co thé hinh dung qua trinh nay ciing gidng hu khi may tinh c4 nhan (PC)
hay bi “treo” khi mé cung liic qua nhiéu chuong trinh cung lic vay.



- Thong thuong, dé gia dia chi IP goi tin, cac hacker co thé dung Raw
Sockets (khong phai goi tin TCP hay UDP) dé 1am gia mao hay ghi d¢ gia 1én IP
gbc cuia goi tin. Khi mot goi tin SYN véi IP gia mao duoc giri dén server, né ciing
nhu bao géi tin khic, van hop 1¢ ddi v6i server va server sé cap ving tai nguyén
cho dudng truyén nay, dong thoi ghi nhan toan bo thong tin va giri goi SYN/ACK
nguoc lai cho Client. Vi dia chi IP cua client 1a gid mao nén sé khong co6 client
nao nhan dugc SYN/ACK packet nay dé hdi dap cho may chi. Sau mot thoi gian
khong nhan dugc goi tin ACK tur client, server nghi rﬁng g1 tin bi that lac nén lai
tiép tuc giri tiép SYN/ACK, cr nhu thé, cac két ndi (connections) tiép tuc mo.

E-commerce Half-open Customer
server connections S
queue
1- Full — 1
2- Full t—
3- Full —]
.- Full +——— | >
.- Full —]
.- Full S
.- Full — 1
x - Full . |

SYN packets
with spoofed
source

SYN/ACK replies
— sent back (to
spoofed source
address), but
no response

ip

Hacker

SYN flood attack

- Néu nhu ké tan cong tiép tuc giri nhiéu goi tin SYN dén server thi cudi
cung server dd khong thé tiép nhan thém két ndi nao nira, du d6 13 cac yéu cau két
ndi hop 18. Viéc khong thé phuc nita cling dong nghia véi viéc may chu khong ton
tai. Viéc ndy ciing dong nghia vdi xay ra nhiéu ton that do ngung tré hoat dong,
dac bi¢t 1a trong cac giao dich thuong mai dién tir tryc tuyén.

- Pay khong phai 1a kiéu tin cong bang dudng truyén cao, bdi vi chi can
mot may tinh ndi internet qua ngd dial-up don gian cling c¢6 thé tan cong kiéu nay
(tat nhién s& 1au hon chut).



Attack Control
Mechanism

Zombie Zombie Zombie

v

Target / Victim
Network

3.2. Loi dung tai nguyén ciia ngn nhén dé tin céng:

Land Attack

+ Tuong ty nhu SYN flood.

+ Nhung hacker str dung chinh IP ctia muc tiéu can tn cong dé dung lam
dia chi IP ngudn trong goi tin.

+ Pay muc tiéu vao mot vong lap vo tan khi c6 gang thiét 1ap két ndi voi
chinh no.

UDP flood

+ Hacker gtri g6i tin UDP echo véi dia chi IP ngudn 14 cong loopback ciia
chinh muyc tiéu can tin cong hoic cia mot mdy tinh trong cting mang.

+ Vi muc tiéu st dung cong UDP echo (port 7) dé thiét 1ap viéc giri va
nhan cac goi tin echo trén 2 may tinh (hodc gitra muc ti€u voi chinh n6 néu muc
tiéu c6 cau hinh cong loopback), khién cho 2 may tinh ndy dan dan sir dung hét
bang thong cua chling, va can tr¢ hoat dong chia sé tai nguyén mang ctia cac may
tinh khéc trong mang.

3.3. Swrdung Bdang Thong:

DDoS (Distributed Denial of Service)

- Xuét hién vao mua thu 1999, so véi tin cong DoS ¢6 dién, strc manh cua
DDoS cao hon gap nhiéu 1an. Hau hét cac cudc tdn cong DDoS nham vao viéc
chiém dung bang thong (bandwidth) gdy ngh&n mach hé théng din dén hé thong
ngung hoat dong. Pé thuc hién thi ké tin cong tim cach chiém dung va diéu khién



nhiéu may tinh/mang may tinh trung gian (dong vai trd zombie) tir nhiéu noi dé
d6ng loat giri a0 at cac goi tin (packet) v6i sb lugng rat 16n nham chiém dung tai
nguyén va lam tran ngdp duong truyén cua mot muc ti€u xac dinh nao do.

Zombie
[l
Zombie < Router = Zombie
Zombie
Zombie H Router Router Router Victim
Zombie
Zombie F Router = Zombie
[l
Zombie

- N6i ném na la né giéng nhu tinh trang ket xe vao gio cao diém vay. Vi du
rd nhat 13 sy “cong hudng” trong 1an truy cap diém thi dai hoc vira qua khi ¢ qua
nhiéu may tinh yéu cau truy cép cung luc lam dung luong dudng truyén hién tai
ctia may chu khong tai nao dap ung noi.

- Hi¢n nay, da xuét hién dang virus/worm c6 kha nang thuc hi¢n cac cudc
tan cong DDoS. Khi bi 14y nhidm vao cac may khac, chung sé& tu dong giri cac
yéu ciu phuc vu dén mot muc tiéu xac dinh nao d6 vao thoi diém xac dinh dé
chiém dung bang thong hodc tai nguyén hé thong may chii. Trudng hop cia
MyDoom 12 vi du tiéu biéu cho kiéu nay.

3.4. Svur dung tai nguyén khdc:
Smurf Attack



Spoofed SYN

Céc goi tin SYN mang dia Generator
chi cia muc tiéu tan codng 7 Cac may chi that, déng
(dugc gui tir ké tan cong) vai trd zoombies
TCP TCP TCP TCP
Server Server Server Server
v
TCP TCP TCP TCP TCP
Server Server Server Server Server
TCP Tcp TCP TCP
Eraar Server Server Seryer

/
G6i tin SYN/ACK hoi dap
cho SYN thay vi gti cho
ké tan cong thi lai gti vao
muc tiéu tan cong

v

Target/Victim
Network

+ Kiéu tin cong ndy can mot hé théng rat quan trong la mang khuyéch dai.

+ Hacker dung dia chi ctia mdy tinh can tan cong dé giri gbi tin ICMP echo
cho toan bd mang (broadcast).

+ Cac may tinh trong mang s& dong loat giri goi tin ICMP reply cho may
tinh ma hacker muén tin cong.

+ Két qua 1a may tinh nay s& khong thé xir 1y kip thoi mot luong 16n thong
tin va dan toi bi treo may.

Tear Drop

+ Trong mang chuyén mach goéi, dir liéu duoc chia thanh nhiéu goi tin nho,
mdi goi tin c6 mot gia tri offset riéng va cé thé truyén di theo nhiéu con dudong
khac nhau dé t6i dich. Tai dich, nhd vao gia tri offset clia timg goi tin ma dir liéu
]aiduqckéthqplainhulxnldﬁu.

+ Lo1 dung diéu nay, hacker co thé tao ra nhiéu g061 tin c6 gia tri offset trung
lap nhau giri dén muc tiéu mudn tan cong.

+ Két qua 12 may tinh dich khong thé sip xép duoc nhiing goi tin nay va
dan t6i bi treo may vi bi “vat kiét” kha nang xir 1y.

+ Pha hoai hodc chinh sira thong tin cAu hinh.



+ Loi dung viée cAu hinh thiéu an toan nhu viéc khong xac thuc thong tin
trong viéc giri/nhan ban tin cap nhat (update) cua router, ... ma ké tan cong s&
thay d6i truc tiép hodc tir xa cac thong tin quan trong nay.

+ Khién cho nhimng ngudi ding hop phap khong thé sir dung dich vu.
+ Pha hoai hodc chinh sira phan cimg.

+ Loi dung quyén han ctia chinh ban than ké tan céng dbi véi cac thiét bi
trong hé thong mang dé tiép can pha hoai cac thiét bi phan cimg nhu router,
switch, ...

+Ngoai ra con c6 kiéu tan cong tir chdi dich vu phan xa nhiéu ving DRDoS
(Distributed Reflection Denial of Service)

- Xuét hién vao dau nam 2002, 1a kiéu tan cong moi nhét, manh nhét trong
ho DoS. Néu dugc thuc hién boi ké tan cong co tay nghé thi né c6 thé ha guc bat
ctr hé thong nao trén thé gidi trong phut chéc.

- Muc tiéu chinh ctia DDDoS 14 chiém doat toan bo biang thong ciia may
chu, tic 12 1am tic nghén hoan toan duong két ndi tir may chii vao xuong song
cta Internet va tiéu hao tai nguyén may chu. Trong sudt qua trinh may chu bi tin
cong bang DrDoS, khéng mot may khach nao cé thé két ndi duoc vao may chu
d6. Tat ca cac dich vu chay trén nén TCP/IP nhu DNS, HTTP, FTP, POP3, ... déu
b1 vO hiéu hoa.

- V& co ban, DRDoS la su phdi hop giita hai kiéu DoS va DDoS. N6 ¢6
kiéu tan cong SYN v&i mot may tinh don, vira c6 su két hop giira nhiéu may tinh
dé chiém dung bing théng nhu kiéu DDoS. Ké tan cong thuc hién bang cach gia
mao dia chi cia server muc tiéu roi gui yéu ciu SYN dén cac server 16n nhu
Yahoo, Micorosoft, ... chang han dé céc server nay gui cac goi tin SYN/ACK dén
server myc tiéu. Cac server 16n, duong truyén manh d6 da vo tinh dong vai tro
zoombies cho ké tin cong nhu trong DDoS.

Qua trinh gui cu 1ap lai lién tuc voi nhiéu dia chi IP gid tur ke tan cong, voi
nhiéu server 1on tham gia nén server muc tiéu nhanh chong bi qua tai, bandwidth
bi chiém dung boi server 1on. Tinh “nghé thuat” 1a & chd chi can véi mot may tinh
v6i modem 56kbps, mot hacker lanh nghé ¢ thé danh bai bat ctr may chu nao
trong gidy lat ma khong can chiém doat bat cir may nao dé 1am phuong tién thyc
hién tin cong

4. Phat hi¢n déu higu ciia mét cuc tén cong:

Agress Filtering:

K¥ thuat nay kiém tra xem mot packet c6 d tiéu chuan ra khoi mot subnet
hay khong dua trén co s gateway ctia mdt subnet luon biét dugc dia chi IP cua



cac may thudc subnet. Cac packet tir bén trong subnet guri ra ngoai vdi dia chi
ngudn khong hop 1¢ sé bi giit lai dé diéu tra nguyén nhan. Néu k¥ thuat nay duoc
ap dung trén tAt ca cac subnet cta internet thi khai nhiém gid mao dia chi IP s¢€
khong con ton tai.

MIB statistics:

Trong Management Information Base (SNMP) cua route ludn c6 thong tin
théng ké vé su bién thién trang thai ciia mang. Néu ta giam st chit ché cac théng
ké cua Protocol ICMP, UDP va TCP ta s€ c6 kha nang phat hién duoc thoi diém
bat ddu cua cudc tin cong dé tao “quy thoi gian vang” cho viée xur 1y tinh hudng.

5. Cdach phong chong tong qudt:

Nhin chung, tin cong tir chdi dich vu khong qué kho thue hién, nhung rat
kho phong chong do tinh bt ngd va thuong 1a phong chong trong thé bi dong khi
su viéc da roi. Viéc ddi pho bang cach ting cuong “phan cing” ciing 1a giai phap
t6t, nhung thudng xuyén theo ddi dé phat hién va ngan chan kip thoi cai goi tin
IP tir cac nguon khong tin cdy 1a hitu hiéu nhat.

- M5 hinh hé théng mang cta trung tdm da duogc thiét ké, xay dung hop 1y,
luén c6 phuong an dy phong trong hé thdng tranh phu thudc 1an nhau qué muc.
Ba&i1 vay khi mot bo phan gap su o s& khong lam anh hudng téi toan bo hé théng.

- Hé théng may cha da duogc thiét 1ap mat khau manh (strong password) dé
bao vé cac thiét bi mang va cac ngudn tai nguyén quan trong khac.

- b4 trién khai thiét 1ap cac mic xac thyc ddi voi ngudi sir dung ciing nhu
cac nguén tin trén mang. Pac biét, nén thiét 1ap ché do xac thuc khi cap nhat cac
thong tin dinh tuyén giita cc router.

- Xay dung hé thdng loc thong tin trén router, firewall... va hé thong bao
vE chéng lai SYN flood.

- Chi kich hoat céc dich vu can thiét, tam thoi vo hiéu hod va dimg céc dich
vu chua c6 yéu cau hodc khong sir dung.

- Xay dung hé thong dinh mirc, gidi han cho ngudi str dung, nham muc dich
ngin nglra truong hop ngudi str dung ac y mudn loi dung cac tai nguyén trén
server dé tan cong chinh server hodc mang va server khac.

- Lién tuc cap nhat, nghién ctru, kiém tra dé phat hién cac 16 hé)ng bao mat
va co bién phap khic phuc kip thoi.

- Str dung cac bién phap kiém tra hoat dong cua hé théng mot cach lién tuc
dé phat hién ngay nhiing hanh dong bat binh thudng.

- Xay dyng va trién khai hé thong du phong.



- Khi ban phat hién may cha minh bi tin cong hiy nhanh chéng truy tim
dia chi IP d6 va cam khong cho giri dit liéu dén may chu.

- Dung tinh nang loc dir li¢u cua router/firewall dé loai bo cac packet khong
mong mudn, giam luong luu thong trén mang va tai cia may chu.

- Néu bj tin cong do 16i ctia phan mém hay thiét bi thi nhanh chéng cap
nhat cac ban stra 16i cho hé théng d6 hoac thay thé.

- Diing mdt s co ché, cong cu, phan mém dé chéng lai TCP SYN Flooding.
Tit cac dich vu khac néu c6 trén may chu dé giam tai va co thé dap ung t6t hon.
Néu duogc c6 thé nang cap cac thiét bi phan cimg dé nang cao kha ning dap Gmg
ctia hé théng hay str dung thém cac may chu cung tinh ning khac dé phan chia tai.

6. Chi tiét phong chong DDoS:

- Co rat nhiéu giai phap va y tuong duoc dua ra nham d6i pho véi cac cude
tan cong kiéu DDoS. Tuy nhién khong ¢ giai phap va y tudong nao 1a giai quyét
tron ven bai toan Anti-DDoS. Céc hinh thai khac nhau ctia DDoS lién tuc xuét
hién theo thoi gian song song véi cac giai phap ddi pho, tuy nhién cudc dua van
tuan theo quy luat tat yéu ctia bao mat mdy tinh: “Hacker ludn di trude gidi bao
mat mot buoc”.

- C¢ ba giai doan chinh trong qua trinh Anti-DDoS:

+ Giai doan ngan ngra: t6i thiéu hoa lugng Agent, tim va vo hiéu hoa céac
Handler.

+ Giai doan doi dau voi cudc tan cong: Phat hién va ngan chan cudc tan
cong, lam suy giam va dung cudc tan cong, chuyén hudéng cudc tan cong.

+ Giai doan sau khi cudc tin cong xay ra: thu thap ching ctr va rat kinh
nghiém.

III. CAC GIAI PHAP PHONG NGUA TAN CONG DOS, DDOS
1. Téi thiéu héa sé lwong Agent:

- Tur phia User: mot phuong phap rat tot dé nang ngira tan cong DDoS 1a
ting internet user s& ty dé phong khong dé bi loi dung tan cong hé thong khac.
Mudn dat dugc diéu nay thi y thirc va k¥ thuat phong chong phai duoc phd bién
rong rii cho cac internet user. Attack-Network s& khong bao gio hinh thanh néu
khong c6 user nao bi loi dung tré thanh Agent. Cac user phai lién tuc thuc hién
cac qua trinh bao mat trén may vi tinh cua minh. Ho phai tu kiém tra sy hién dién
ctia Agent trén may cta minh, diéu nay 1a rat kho khan ddi v6i user thong thudng.

- Mot so giai phap tich hop san kha ning ngin ngtra viéc cai dit code nguy
hiém vao hardware va software cua tirng h¢ thong. V€ phia user ho nén cai dat va



cap nhat lién tuc cac software nhu antivirus, anti_trojan va server patch cua h¢
diéu hanh.

- TUr phia ISP: Thay d6i cach tinh tién dich vu truy cép theo dung lugng s&
1am cho user luu ¥ dén nhing gi ho giri, nhu vy vé mat ¥ thirc sé tang cudng phat
hién DDoS Agent s& tur nang cao & mdi User.

2. Tim va vo hiéu hoa cac Handler:

- M6t nhan t6 v6 cung quan trong trong attack-network 1a Handler, néu c6
thé phat hién va v6 hiéu hoa Handler thi kha ning Anti-DDoS thanh cong 1a rat
cao. Bang cach theo ddi cac giao tiép gitta Handler va Client hay Handler va Agent
ta co thé phat hién ra vi tri cua Handler. Do mot Handler quan 1y nhiéu, nén triét
tiéu dugc mot Handler ciing c6 nghia 1a loai boé mot lugng dang ké cac Agent
trong Attack Network.

3. Phat hién déiu hiéu ciia mét cudc tin cong:
Agress Filtering:

K¥ thuat nay kiém tra xem mot packet c6 du tiéu chuan ra khoi mot subnet
hay khong dua trén co s& gateway ctia mot subnet luén biét duge dia chi IP cua
cac may thudc subnet. Cac packet tur bén trong subnet guri ra ngoai véi dia chi
ngudn khong hop 18 sé bi giit lai dé diéu tra nguyén nhan. Néu k¥ thuat nay duoc
ap dung trén tat ca cac subnet cta internet thi khai nhiém gia mao dia chi IP s&
khong con ton tai.

MIB statistics:

- Trong Management Information Base (SNMP) cua route luén c6 thong
tin théng ké vé su bién thién trang thai cia mang. Néu ta giam sat chit ché cac
théng ké cua Protocol ICMP, UDP va TCP ta s€ c6 kha nang phat hién duoc thoi
diém bat dau ctia cudc tdn cong dé tao “quy thoi gian vang” cho viée xur Iy tinh
huéng.

4. Lam suy giam hay dirng cudc tin cong:

Load balancing:

Thiét 1ap kién trac can bang tai cho céac server trong diém sé& 1am gia ting
thoi gian chdng choi ctia hé théng vé6i cude tin cong DDoS. Tuy nhién, diéu nay
khéng c6 ¥ nghia 1am vé mit thuc tién vi quy md cua cudc tan cong 1a khong co
gid1 han.

Throttling:

Thiét 1ap co ché diéu tiét trén router, quy dinh mot khoang tai hop 1y ma
server bén trong c6 thé xu Iy duge. Phuong phap nay ciing ¢ thé dugc dung dé



ngin chin kha ning DDoS traffic khong cho user truy cap dich vu. Han ché cua
ky thuat nay la khong phan biét dugc gitra cac loai traffic, doi khi lam dich vu bi
gian doan véi user, DDoS traffic van c6 thé xam nhdp vao mang dich vu nhung
v6i s6 lwong hiru han.

Drop request:

Thiét 14p co ché drop request néu né vi pham mot sé quy dinh nhu: thoi
gian delay kéo dai, ton nhiéu tai nguyén dé xu 1y, gay deadlock. K thuat nay triét
ti€u kha nang lam can kiét nang luc hé¢ théng, tuy nhién no cling gidi han mot $6
hoat dong thong thudng ciia hé thdng, can can nhac khi sir dung.

5. Chuyén hwdng ciia cudc tin cong:
Honeyspots:

- M6t k¥ thuat dang duoc nghién ctru 1a Honeyspots. Honeyspots 1a mot hé
théng dugc thiét ké nham danh lira attacker tdn cong vao khi xam nhép hé théng
ma khong cha ¥ dén hé thong quan trong thuc sy.

- Honeyspots khong chi dong vai tro “Lé Lai ctru chiia” ma con rat hiéu qua
trong viéc phat hién va xtr Iy xdm nhap, vi trén Honeyspots di thiét 1ap sin cac co
ché giam sat va bao dong.

- Ngoai ra Honeyspots con c6 gia tri trong viéc hoc hdi va rat kinh nghiém
tir Attacker, do Honeyspots ghi nhan kha chi tiét moi dong thai cia attacker trén
hé thong. Néu attacker bi danh Itra va cai dit Agent hay Handler 1én Honeyspots
thi kha nang bi triét ti€éu toan bd attack-network la rét cao.

6. Giai doan sau tin cong:
Traffic Pattern Analysis:

Néu dir liéu vé thong ké bién thién lugng traffic theo thoi gian da duoc luu
lai thi s& dugc dua ra phan tich. Qua trinh phan tich nay rat ¢6 ich cho viéc tinh
chinh lai cac hé thong Load Balancing va Throttling. Ngoai ra cac dit liéu nay con
gitip Quan tri mang diéu chinh lai cic quy tic kiém so4t traffic ra vao mang cua
minh.

Packet Traceback:

Béng cach dung k¥ thuat Traceback ta co thé truy nguogc lai vi tri cia
Attacker (it nhat 13 subnet cua attacker). Ttr ki thuat Traceback ta phat trién thém
kha nang Block Traceback tur attacker kha hiru hiéu, gﬁn day da c6 mot ky thuat
Traceback kha hiéu qua c6 thé truy tim ngudn gdc cua cudc tin cong dudi 15 phut,
dé 1a ky thuat XXX.



Bevent Logs:

nhiéu manh moi va ching clr quan trong.

7. Cdch thirc phong chéng tin cong DoS, DDoS:

Bang cach phan tich file log sau cudc tdn cong, quan tri mang co thé tim ra

STT

Tinh hudng

Cach phong
tranh

T4n cong giy nghén mang (UDP flood va ping
flood).

Tang bang thong, su
dung céac hé théng can
bang tai, chuyén
huéng cudc tan cong,
dung co ché mao danh
IP hodc chuyén luong
truy cdp sang mot nha
cung cdp dich wvu
chéng DDoS.

Tan coéng chuyén hudng.

Muc dich: Gay ton tai nguyén bang cach gia mao
IP ngudn dé cac may chi muc tiéu phan hoi vé
mau chu nan nhan, tir d6 tao ra cac cudc tin cong
v6i quy mo 16n, dic biét 1a hé thdng c6 kha nang
khuéch dai.

Phuong thirc: Guii IP mao danh dén nhiéu may
tinh dé nhan lai luong phan hoi vé dia chi dich
gid mao duoc dinh san, khi 36 nan nhan cling s€
khong biét dugc ngudn thyc sy tin cong minh.

Tan céng Smurf va Fraggle.

Thiét 1ap lai router dé
dam bao khong ai co
thé lgi dung tinh nang
phat di IP cua thiét bi.

Tan cong SYN flood (TCP).

Muc dich: Gay can tai nguyén may chu va chan
viéc nhén céc yéu cau két ndi méi.

Phuong thtc: Loi dung qua trinh “bat tay” 3
ching TCP: giri di yéu cau SYN dén may chi va
duoc phan hdi bang mot goéi SYN-ACK, tuy
nhién khong giri lai goéi ACK khién cho tai
nguyén may chu bi st dung hét vao viéc doi goi
ACK gtri vé.

Str dung bo loc, ting
backlog, giam SYN-
RECEIVED Timer,
SYN caching, tuong
Itra, ...

(HTTP) flood (Web Spidering).

Chi cho phép cac bot
duoc tin cdy nhu cua
Google quét trang.




STT

Tinh hudéng

Cach phong
tranh

T4n cong PUSH va ACK.

Tuong tu nhu tin
cong SYN flood.

T4n cong tai chd:

Muc dich: Crash hé thong.

Phuong thire: cac goi IP dugce tao sao cho dia chi
nguon va sO cong ngudn chinh 13 dia chi dich va
s6 cong dich, khién cho ddi twong ty phan hdi lai
chinh goi cua minh.

T4n cong khuéch dai DNS:

Muc tiéu: Lam qua tai d6i tugng bang phan hoi
tur cac bd giai ma DNS.

Phuong thirc: Mao danh dia chi IP cia may bi
tan cong dé gui yéu cau dén nhiéu bo giai ma
DNS. Céc bd gia ma hoi dap vé IP ctia may bi
tan cong véi kich thude goi dir lidu co thé 16n
hon kich thudc yéu cau téi 50 lan.

Céc ki thuat chéng
mao danh, h¢ thong
can bang tai va chuyen
huéng luu lugng vé
cac may chu khéc.

Tan cong 16p th 7:

Muc tiéu: Nham vao 1 tinh ning cy thé cta 1 ing
dung web.

Phuong thirc: Mot vi du la khi cac may chu
website lién tuc m¢ cac thread moi cho moi yéu
cau két nbi va mdi két ndi lai méi lai gay tiéu t6n
tai nguyén may chii. Dén mot thoi diém nao do,
may chu s& khong con c6 thé nhan két néi méi
va bat dau tir chdi dich vu voi ngudi truy cap.

Tang dung lugng, su
dung céac giai phap
dién toan dam may,
t6i wu hiéu ning cla
may chu web va dung
front- end proxy.




